Real or fake?

Guidelines and tools to identify deepfakes

Deepftakes are images or videos that have been tampered
with using artificial intelligence (AI) to simulate events that

never actually happened.

To detect them, look caretfully at:

The medium

Whatis it like?

Look for red tlags, especially

around the face.

Visual defects

o Lighting and skin tone:
suspicious changes.

e Face and neck: obvious
differences.

 OQutlines: blurry or not very
sharp.

o Shadows: inconsistent with the
ambient lighting.

Quality
 Sound: distorted or background
noise.

e Cuts: interruptions to the image
sequence.

 Duration: they are usually short
videos to reduce possible errors.

Strange movements

 Facial expressions: fake or
unnatural.

« Blinking: infrequent.

« Wrong perspective: the Al-
generated area does not match
the rest of the video.

« Objects going past in front of
the face: causing distortions.

Voice

e Modulation: strange variations.

« Synchronization: mismatches
between the person's lips and
their voice.

Be wary. Deepfakes are not easy

to detect. Look further.

The message

What is it saying?
Analyse it and question it.

The people appearing
in the video

» Are they famous?

e Is the way they are behaving
consistent with what you
know?

« Are they talking or gesticulating
as they normally would?

What is it like?

e Origin: who made it and where
was it published? Are the sources
cited?

« Date and place: when and where
was it made?

« Comments and replies: have any
users commented on it or
questioned it?

The source

Who else has shared it?

Check the source and look for

other official sources.

El tema

e Is the content consistent?
Does it fit with what you know?

« What emotion does it arouse
in you? Be wary of images or
videos that appeal to emotions
such as fear or anger in order to
go viral.

Question what you know
about deepfakes:

They can appear not only on news
sites or social media but also in
fake WhatsApp voice messages
or manipulated video calls.

e Check: use fact-checking sites and tools to trace the source of the

iInformation.

o Verify: if you have received a suspicious private message from one of your
contacts, check with the sender through a separate trusted channel.

e Research the author of the content.

« Compare the video or image with other videos of the same person.

« Compare the information with that contained in other media, official and

academic sources.

What tools can you use?

Fact Check Explorer [

TinEye [7

Wayback Machine [7

Google Images [Z

InVID [Z

Check and protect yourself

Before sharing content or
responding to suspicious
requests, check the
information.

Sources:

Library Guide Fake News: Fact-checkingtools [/

Protect your devices with
additional authentication
mechanisms besides
biometric systems.
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